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Good Evening

e J-F Sauriol (www.phirelight.com)
Canadian Forces, Foreign Affairs
Phirelight, Partner and Chief Security Consultant
Information Security consultant since 1993

e Small Survey
e Are you « techies »?
e Number of computers at home?
e Types of Smart Phone?
e External Backup disk?
e Wireless network at home? Protected?



http://www.phirelight.com/

Our Hour (almost) Together

e Security 101
e Main Threats
e Essential safeguards at home

e Guided tour of some essential websites
* Tips:

e What to do?

e What not to do?

e Resource websites




Internet — Really Cool ... BUT!

e Almost infinite number of amazing resources

e With the arrival of home high-speed Internet, we see an
explosion of corporate and personal attacks

e Since 5 or 6 years, attacks are aimed at relieving you of
your money! (Sophos Threat Report)

o http://www.sophos.com/en-us/security-news-trends/reports/security-threat-
report.aspx
e Hackers now target applications instead of the OS (Windows)
e Most common attacks:
* Hackers and Malware (virus, Trojan horses, computer worms)
» Offensive material and hurtful content

» Frauds (identity theft, phishing), threats, cyber-bullying, etc.
Traditional attacks (fraud, threats, harassment, etc.)

» SPAM, Botnet infections, etc.

® http://www.rcmp-grc.gc.ca/qc/pub/cybercrime/cybercrime-eng.htm

SOPHOS

@ nakedsecurity, 2

»u
e



http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
http://www.rcmp-grc.gc.ca/qc/pub/cybercrime/cybercrime-eng.htm
http://www.rcmp-grc.gc.ca/qc/pub/cybercrime/cybercrime-eng.htm
http://www.rcmp-grc.gc.ca/qc/pub/cybercrime/cybercrime-eng.htm
http://www.rcmp-grc.gc.ca/qc/pub/cybercrime/cybercrime-eng.htm
http://www.rcmp-grc.gc.ca/qc/pub/cybercrime/cybercrime-eng.htm
http://nakedsecurity.sophos.com/

-,

The Internet Jungle

e Phishing
e Spear phishing
e Whaling

e Botnets

* Scripts

e Javascripts, ActiveX, ...

e Zero-day exploit
e Drive-by Attacks
e Parent surfing
e Kids surfing!

e Exploit Kits

e Blackhole, Metasploit, ...

Bamital botnet
Py-ihl | dismantled, as
Microsoft seizes
control of malware
servers

s Malware injected into
oy legitimate JavaScript
pa2se code on legitimate

i

t t. ts LT . L
| Zero day attack | Follow-on attacks

I ] &
Adobe investigates
' PDF Reader zero-day
13/ vulnerability reports

L Window of exposure
-
B Java flaws
MR already included
in Blackhole
exploit kit



http://nakedsecurity.sophos.com/2012/08/30/java-flaws-already-included-in-blackhole-exploit-kit-oracle-was-informed-of-vulnerabilities-in-april/
http://nakedsecurity.sophos.com/2013/02/07/bamital-botnet/
http://nakedsecurity.sophos.com/2013/02/13/malware-javascript/
http://nakedsecurity.sophos.com/2013/02/13/adobe-pdf-reader-zero-day/
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Our Kids on the Internet

e Facebook (Tumbly, ...) 2N S ndwdontiviad

kids and teens safe online
e Trolls

e Pedophiles

. Hacker blackmailed 350
o Blackmall .~/ women into stripping on

#%. their webcams, FBI says

o Twitter
1 Twitter Is Being Used B
* Child Pornography €D
e Webcam

e Remote Control

e Cell/Smartphones

e iPhone vs Android

o=/ Trojan Android games
= send expensive SMS
messages

e Cameras - GeoTags



http://nakedsecurity.sophos.com/2013/01/30/hacker-blackmail-stripping-webcam/
http://www.bubblews.com/news/191234-twitter-is-being-used-by-pedophiles-to-target-victims
http://nakedsecurity.sophos.com/2012/02/28/android-malware-paris/
http://nakedsecurity.sophos.com/2012/03/29/trojan-android-games-send-expensive-smss/
http://nakedsecurity.sophos.com/2013/02/05/top-10-tips-kids-safe-online/

Essential Safeguards at Home

o] Anatomy of an
=i ] exploit -
4 Linksys router

1. Install a firewall/router

Buy a new router if older than 2 yrs old
Choose 192.168.x.1 (where x is NOT 0 (zero) or 1)
If you use the wireless networking — enable encryption

Modem Point d'acces
Cable ADSL Router-Switch
oS SN i

| 2121558427 F
¢ ﬁ £

15216801

192,166.0,2 192.168.0.3 192.168.0.4 192.168.0.5

)
http://isc.sans.edu/survivaltime.html Yﬂ ll TIJhE

http://isc.sans.edu/countryreport.html#worldmap How To - Secure Wireless Router Set Up/

PC ANSWERS

Expert Advice on Hardware,
Windows, Networks, Security,
the Web, and Much More!



http://www.youtube.com/watch?v=9UFh0W_Z3kI
http://isc.sans.edu/survivaltime.html
http://isc.sans.edu/countryreport.html
http://isc.sans.edu/index.html
http://nakedsecurity.sophos.com/2013/04/11/anatomy-of-an-exploit-linksys-router-remote-password-change-hole/

Essential Safeguards at Home

2. Use a “standard user” account instead of an

- “administrator” account
microsoft 3 Regularly update your OS (windows update) and

monstersized - gpplications (iTunes, firefox, etc.)

security patch
for Windows

ses 4. Purchase a good anti-virus software suite with a
firewall and preventing malicious scripts v
¥/ Norton  KASPER(KY: 4 TREND DU

—— T—
Bitdefender. Fake anti-virus

SOPHOS Norton Power Eraser
Elmine les logiciels criminels profondément intégré: & supprimer qu'une analyse
SODI 0s Mob|Le SeCLH ity Free Edition @ -

t@i 5. Save attachments in emails before
vacbackdoo — opening them (automatic anti-virus

Trojan embedded

inside . . .
boobytrapped check). Never follow a link in an email

Worddocuments - (jnstead copy the hyperlink into a new
@ browser page to see if the link is good)

MICRO



http://nakedsecurity.sophos.com/2012/03/30/mac-malware-backdoor/
http://security.symantec.com/nbrt/npe.aspx?&NUCLANG=fr-fr
http://ca.norton.com/
http://www.trendmicro.com/us/index.html
http://www.bitdefender.com/
http://www.kaspersky.ca/products-services/home-computer-security/one
http://nakedsecurity.sophos.com/2013/02/08/monster-patch/
http://www.youtube.com/watch?v=ISO3PSjEQt4&feature=related
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Essential Safeguards at Home

6.

7.

8.

Choose Firefox with the “No-Script” add-on to
prevent the automatic execution of scripts from
each visited page (prevent drive-by hacking)

@ NoScript SOPHOS
Firefox hit by critical zero-day

vulnerability — Use NoScript

Firefox
Free Download

Uninstall or Deactivate Java =

How to turn off Java on your browser -

Java is different from Javascript and why you should do it now

Java is the primary source of “drive-by attacks”

Choose strong passwords

- Cat48dog <-—not very strong at all!
- ILTFBIHTWFAL

On the Web: ILTBTAOBYBB-Facebook, ILTBTAOBYBB-gmail, etc
Or use KeypaSS http://keypass.info

How to choose a
strong password

/



http://www.mozilla.org/en-US/firefox/new/
https://addons.mozilla.org/en-US/firefox/addon/noscript/
http://nakedsecurity.sophos.com/2010/10/27/firefox-hit-critical-zeroday-vulnerability/
http://nakedsecurity.sophos.com/2012/08/30/how-turn-off-java-browser/
http://keepass.info/
http://nakedsecurity.sophos.com/2010/02/03/choose-strong-password/

Essential Safeguards at Home

9. Back-up your important files to an external hard
drive to prevent loosing pictures and financial
information

10. Be careful when shopping online. If the session
is not secure - NO PURCHASE! And provide
only the minimum info required. If they don’t
need your name, stay anonymous!




Risks to our Children

 Risks associated to persons

On the Internet, and more particularly in chat rooms,
nothing is easier than to pretend to be someone else. Some
people take advantage of the relative anonymity offered by
the Net to lie about their age, sex, occupation and...
intentions. For instance, sexual predators and pedophiles
regularly participate in chat room discussions to find their
victims. Ripoff artists are also very common.

 Risks associated to obscene or inappropriate
material
Protecting your children is of the utmost importance.

Active protection is essential.
|
YouQILE

Hentai — Child Pornography
@ pedophiles on life virtual prog



http://www.youtube.com/watch?v=fJPOVkeMrOk
http://www.youtube.com/watch?v=oc0C9k5tQRw
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Let’s visit a few good Websites

Interne

Hey! Don’t click that

L !".9'_ f—

T
...........




CANADA'S CENTRE
FOR DIGITAL AND
MEDIA LITERACY

e http://mediasmarts.ca/

Parenting the
Digital Generation

http://mediasmarts.ca/sites/default
[files/tutorials/parenting-digital-
generation/index.html

(-

web AWARE

http://www.webaverti.ca/english/default.html

e-Purgnling ,

Keeping up with your kids” online octivities

[ Start the presentation

Selectq .,

5 modules, 5 important subjects!

Pttt | Pitoolintlo 2 Pitootiabln Potocdine 4 Prtoctscts 5
Online Research and Online Inappropriate Online Too Much Time
Homework Relationships Content Marketing Onling

Finding and outhenticating From virtual friends to What are kids Our children through the - When is too much, too
information enline cyberbullying encountering online?  eyes of online odvertisers much?

What Kids do Online

Research and homework
Instant messaging

Cell phones and texting
Social networking
Blogging

Virtual worlds

File sharing

Video sharing

Know the Challenges

Sexual risk and harm
Cyberbullying

Privacy

Pornography

Violent and hateful content
Gaming

Excessive Internet use
Marketing aimed at kids

Safety Tips by Age
Ages 2-4

Ages 5-7

Ages §-10

Ages 11-13

Ages 14-17



http://habilomedias.ca/sites/default/files/tutorials/eparent/english/index.html
http://www.webaverti.ca/english/default.html
http://mediasmarts.ca/sites/default/files/tutorials/parenting-digital-generation/index.html
http://mediasmarts.ca/sites/default/files/tutorials/parenting-digital-generation/index.html
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Office of the

S ComRasionap e http://www.priv.gc.ca/vouth-jeunes/index e.asp
- - - - - 7 - =

4y  OFFICE OF THE
PRIVACY COMMISSIONER

OF CANADA
YOUTH PRIVACY

What can YOU do to protect your online rep?

" soom

PRIGALY, THE INTERNEL AND YOU

GRAPHIC NOVEL
SOCIAL SMARTS :
PRIVACY, THE
INTERNET AND YOU

@ http://www.priv.gc.ca/youth- http://www.priv.gc.calyouth-
. Jeunes/t-vivideos/rep_e.asp jeunes/fs-filresign_index_e.asp /



http://www.viepriveedesjeunes.ca/en/index.html
http://www.viepriveedesjeunes.ca/en/index.html
http://www.viepriveedesjeunes.ca/en/index.html
http://www.viepriveedesjeunes.ca/en/index.html
http://www.priv.gc.ca/youth-jeunes/index_e.asp
http://www.priv.gc.ca/youth-jeunes/fs-fi/res/gn_index_e.asp
http://www.priv.gc.ca/youth-jeunes/t-v/videos/rep_e.asp

Other sites

http://deal.org/the-knowzone/internet-safety/ -» cwm

I -» Cyberbullying Game

‘ :Hberfip 13 http://www.cyberaide.ca/app/en/home ~» Online Scams and Fraud
’I<T> CANADIAN EEN‘I‘RE fnr CHILD P':H}TE(:T“]" https:/ /www.cyberaide.ca/app/en/outgoing?url=http:/ /respect-yourself.ca/

http://mobility.protectchildren.ca/app/en/home

@ Counter Cyber-Bullying

Royal Canadian Mounted Police

www_rcmp-grc._ge.ca (: )

Internet Security ”’:;, *"-",E-I;.:,
http://www.rcmp-gre.ge.ca/is-si/index-eng.htm " IIF:IE_

http://www.rcmp-gre.ge.ca/qe/pub/cybercrime/cybercrime-eng.htm H4

=h

Cyber Security Tips
http: //www .1‘('mpfgrc.oc.(‘a/t(,)psfupst/tcf(‘t/c‘\'bcrftipsf(‘(,mscil»cng.htm /
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OnlineFamily.Norton.com

OnlineFamily.N rton

e Allows you to manage/monitor your kids Internet
activities
e Very small agent installed on each computer
e Configure the access rules for each child
e Allows to tighten or relax controls for each child independently
e Receive alerts for specific events
e Allows monitoring of MSN, Skype, Facebook, etc.

Eree

/



https://onlinefamily.norton.com/familysafety/loginStart.fs?ULang=fra

ReturNil
RETURNIL Eree

e Combines virus protection with powerful system
restore feature

e Enter seamless virtual environment and do “whatever” to your PC.
Test new products, browse dark corners of the Internet with no harm.

e Restart your PC and "pooot", all the bad stuff including any malicious
files are gone. Your PC stays nice and clean.

e If all fails and your system is still giving you trouble, just choose a
point in time to restore your system to and enjoy a virus free PC

($39.99) .

o y



http://www.returnilvirtualsystem.com/
http://www.returnilvirtualsystem.com/

PixelGarde
pizelgarde Ere®

e Examine, modity or eliminate GeoTags (or other
personal details) from your pictures without changing
the pictures themselves!

e Share your pictures without divulging where they were taken!

e Eliminate the purchase requests and the pixelgarde logo by buying
the tool ($9.99)

http://pixelgarde.com/

(-



http://pixelgarde.com/
http://pixelgarde.com/

iPod, iPhone, iPad
B

Eree

http://www.iwondersurf.com/

e Allows the monitoring/control of your kids

Internet activities
-

e Each visited site is logged on your web account. Simply
consult the logs where and when you want

R ded b :
SCommanceady o Allows the management of filters for each user as well as

the usage timeslot
e Allows remote de-activation of the device and the remote
management of the device’s filters

(- y



http://www.drphil.com/articles/article/603<br />

iPod, iPhone, iPad

TimelLock Ere®

=~ o Allows the control of usage time for each

device

e Protected by a 4 digit code known only by parents
e Deactivates the device when the time limit is reached
e Can be deactivated by a parent by entering the code

http://itunes.apple.com/ca/app/timelock-time-limit-for-parents/id4402183327?mt=8

(-
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Merci - Thank you!

m http://www.rcmp-gre.ge.ca/qc/ pub/cybercrime/ cybercrime-eng htm

e Protect your home environment

e Unfortunately, there are people on the Web who definitely
want to enter your environment and steal your money

e Implement the 10 steps protection recommendations

e Trust your instinct
If it’s too good to be true — IT IS!!

If you are not sure about a link or an attachment — Turn on Returnil or call
the sender and ask if he/she really did send you this email

e Ask permission from everyone on a picture you want to post
before posting (you never know what people find
embarrassing)

e Protect your mobile devices — don’t keep sensitive details on
these unless necessary.

(- y



http://www.rcmp-grc.gc.ca/qc/pub/cybercrime/cybercrime-fra.htm

Bonne journee

Good afternoon

J-F Sauriol, Phirelight
jfsauriol@phirelight.com y




